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WAP may Stumbleover the Gatavay

(Securityin WAP-basedMobile Commerce)

Niels ChristianJuulandNiels Jggensen

Abstract—The keydesign ideaunderlying the Wir elessApplication Pro-
tocol (WAP) is to usea gatewayat the intersection of the wir elessmobile
network and the traditional, wired network. The WAP gatewayforwards
webcontentto the mobile phonein away intendedto accommodatethe lim-
ited bandwidth of the mobile network and the mobile phone’s limited pro-
cessingcapability. However, the gatewayintr oducesa secuiity hole which
may render WAP unsuitable for m-commerce and other security-snsitive
transactionsand sewvices on the emerging mobile Inter net.

The paper explainsthe security hole and the gateway-basedlesignthat
hasled to it, including the technical and businessconsiderations underly-
ing the desgn. A number of waysto correct the situation are discused,
including a completere-desgn of WAP asproposel for the futur e version
2.00f the protocol.

Index Terms—WAP, gateway Inter net, end-to-end security, protocols,
mobile commerce.

|. INTRODUCTION

HEN a custome places an order with an e-merclant,
sensitve informationis exchanged with the merchant,

typically including credit card numbe, delivery addressetc.
If thereis a risk that the privacy of this datawill be violated
arywherein between the parties,the custome is not likely to
engage in this form of e-commere, andasa conseuene the
e-merchanis notlikely to investin thetechndogy either

If the custome usesa mobile phore andthe WirelessAppli-
cation Protocd (WAP)[1], the privacy of the datais in factnot
guarareed. Even whenencrygion is usedin accadancewith
WAP’s securityprotomls[2-4], the WAP gatevay constitutesa
securityholesince,insidethe gatevay, thedatais transmittedn
its original, un-encyptedform. What WAP fails to provide is
end-to-endsecurity whichis definredasasecurecommunication
chamel betwee thetwo partiesontop of a potentially insecure
network. In WAP, thereis a point (the gateway) betwea the
two endpoints(the custome andthe merchat) where the data
may be compromised.This critique pertainsto version1.2.1of
the WAP standardfrom June200Q

TheWAP gateway is apieceof software. Typically, it runson
acompuerin abuilding unde the cortrol of themobileservice
provider, MSP, Figurelillustratestherole of themobileservice
provider asanintermedary in a WAP-basede-commecetrans-
action. Spedfically, the securityweaknessof WAP discussed
in this pape meanshatall dataexchanged maybe available to
peope with privileged accessto the WAP gateway. for exanple,
a systemadministratoof the madinethatthe WAP gateway is
runningon. Thus,theprivacy of thedatadepemsonsuchthings
astheinternalsecuritypolicy of themobileserviceprovider, the
methodsusedto grart computeraccessto technicé staf, etc.
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Fig. 1. Thethreepartiesinvolvedin a genericm-commercdransactiorusing
WAP: In themiddle: Themobiletelephonecompaly (referredto asthe mobile
serviceprovider, MSP) usesa WAP gatevay to connectbetweerthewired and
wirelessinternet.To theleft: The customemusesa WAP-enablednobile phone.
To theright: The e-merchans websiteis connectedo the fixed Internet. The
networks illustrated are simplifications; the first is a mostly wireless mobile
accessietwork, whereaghe seconds afixed, mostlywired Internet.

The existene of the security hole sketchel above is com-
monly recogrized(seee.g.[5]), althoud companiesbelind the
WAP standarchasarguedthatit is negligible[6]. In this pape
we attemptto andyze various stratgyiesto avoiding the security
hole, taking into acmunt the techrical and businesgrationales
thatled to the gatewvay-basd designandthe associatedecurity
weaknessjn particularthetechni@l rationalewhichis basedn
thelimitations of thewirelessnetwork andthe mobile phores.

Therearethreemajor remedies to the breach of endto-end
securityin WAP:

(1) Puttingthe gatevay insidethe“vault”. The WAP gateway
canbe placed at the web sener end of the conrection, thatis,
insidethe samesecurityzone Whenresidinginsidethe local
network of the merchat the gatevay is protectedagainst the
outsideworld in a similar fashionto the way the web sener is
protected

We arguethatthis solutionto the securityproblemconficts
with one of the fundamatal purposesof the WAP gatevay,
namdy to corvert betweea two distinctprotol suites,onefor
the wirelessnetwork (WAP) and onefor the traditional wired
network (thelnternetprotocd suite,includng HTTP andTCP).
Onecrucial point of differencebetwea thesetwo stacksis the
protocds usedfor transport Assumingthatthewired andwire-
lessnetworks are sufficiently differentto justify the useof the
differenttransportprotomls, the gateway shouldbe placedat
theintersectiorof thetwo networks, sothattransportatiorover
bothnetworksuseshe appropiate protocols.

(2) Applicationlevel securityon top of WAP. This amounts
to introdudng securityat a softwarelayerabose WAP, andcon
sideringWAP merelyasa potentiallyinsecue communication
mears. Insteadof using WAP’s security features,securityis
takencareof by meaisof dedcatedsoftwarerunning atthetwo
“ends”, themobile phore andthe e-merclant's web sener.

While techrically possible,this appro@&h of neglecting the
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Fig. 2. TheWAP vsthelnternetProtocolStack.(Source:WAP Forum)

existing security featuresof WAP (and in fact also those of
theInternetprotocds) neutralize mostof the optimizationpro-
vided by the WAP gatevay. This includesloosingthe berefits
of thedatacorversionandconpressiortakingplacein thegate-
way to accanmodae the limited bardwidth of thewirelessnet-
work. Besidethe burden of the introducedcomplexity in the
mobile phane, the approachdependson standadizationto en-
sureits widespred aceptane.

(3) Thethird andlastappro&h is to re-desigrthe WAP pro-
tocol to not use a gateway, and employ the existing Internet
standardsjncluding the transportprotocol (TCP), for the en-
tire wired andwirelesspart of a conrection. By defirition, this
solvesthe securityproblemintroduced by the gateway.

This chamge of designhasbee proposedy the WAP Forum
for the future version2.0 of the WAP protoml. It constitutesa
fundamental charge of designwhich doesaway not only with
the securityproblem,but alsothe optimizationfor the wireless
network, madepossibleby the gatavay, andthe gateway’s po-
tential for integrationwith othe mobile teleptoneservices.In
addition,the changecreatessompmtibility prodems.

Theremainde of the paperis organized asfollows:

An overview of WAP is given in Sedion I, followed by an
explanationof the gatavay securityholein Sedion Ill. These-
curity solution basedon putting the WAP gateway inside the
vaultof thee-merchatis discussedn SectionlV, while apply-
ing endto-endsecurityat the applicdion level is discussedn
SectionV. Sedion VI corcludesanddiscussethefundamental
re-desigrof WAP proposedy the WAP Forum.

Il. THE GATEWAY-BASED DESIGN OF WAP

The WirelessApplication Protocd (WAP)[7, 1, 8]* is a suite
of evolving? standardgor browsing the web with a thin client
browser e.g.a mobile phore. The standarddescribs a full

L The reader is referred to the web site of the WAP Forum
(www.wapforum .org ) for thefull list of standardlocumentshothapproed
andproposedstandards.

2 The standardsliscussedherearethe lateg appraved setof WAP standards,

versionl1.2.1of June2000. Wheneer the emeping proposaldor the coming
version2.0WAP standards referredto, anexplicit notionof versionandcurrent
approval statusof thedocuments notedin thetext.
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<wml>
<l-- A deck with two cards -->
<card id="c cl" title ="CCPayment" >
<p align= "cente r"><b> <big>< big>
Payment
</big> </big> </b></ p>
<p>
Ente r your Credi tCard #
</p>
<p>

<inp ut name="cc" titte ="number"
format ="NNNNNNNNNNNNNNMY>
</p>
<p><anchor titl
Next
</anch or></p >
</car d>

e="Nex t"><go href ="#cc2 "/>

<card id="c c2"
<p align=

title  ="CCVerify">
"cente r"><b> <big>< big>
<p align= "cente r">
Plea se verify  your
<b></b ></p>
</car d>
</wml >

credit card number is:

Fig. 3. A WML codefragmentfor a creditcard payment. The fragmentis a
deckwith two cards.Thefirst cardasksfor the creditcardnumberandstoresit
asthevalueof thevariable“cc”. Whenthe userclicks “Next”, the secondcard
will be displayed,askingthe userto confirmthe number (Among the things
left outis codein the secondcardfor comparisorof the two numbersandfor
moving onto furthercardse.g.for sendingthe creditcardnumber)

suite, sometimesreferredto as a “stack” of protocds, basi-
cally in comgiancewith the ISO-OSImodelfor network pro-
tocols[9]. The protoml stackof WAP is compaed with the In-
ternetprotoml stackon Figure2. Bearin mind that, althoudh
illustratedsideby side,ead protocd layer doesnot communi-
cateacrosshe two stacks.The obligation of the gateway is to
utilize the two stacksand corverts between the two protomls
HTTP and WSP at the top. This sectionintroduesthe WAP
standardvith particularemphasison the WAP gatevay.

A. Thetedhnical rationalefor the WAP gatevay

In additionto mobile phores - our prototypeexample of a
WAP device - the WAP standad aimsat othe hard-helddigi-
tal devicessuchaspages, two-way radios,smart-phons, etc.
Thesedevicesare chaacterizedby their limited capaities of:
processingpower, storagecapacity, input/outpu (key-pad and
display),andpower (batterycapaity).

WAP was designé to work not only with GSM but most
otherdigital wirelessteleplonenetworks. Sone bearersareil-
lustratedon Figure 2. Compaed to the well-known Internet,
mobile wirelessnetworks are chaacterizedby: limited com-
municdion capacity (bandwidh), highe latendes, highervari-
ationin padket-loss(jitter), andvariationin long-termconrec-
tivity/availatlity (on/off).

WAP’s only requiremat pertainingto a docunentto be de-
liveredfrom a web sener to a mobile phane is thatthe docu
mentis written in WML (WirelessMarkup Languagg. WML
is WAP’s replacenentof HTML anddesigne specifially for
the small and diverging displaysof the mobile phone A frag-
mentof aWML doaumentthatcouldbepartof ane-merchat’s
softwarefor mobilecommeceis shovn in Figure3. The WML
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Payment
Enter wour CreditCard
#
1254

Fig. 4. A WML browser shaving the first card of Figure 3. The userhas
typedin 1234.1f the creditcardnumberis sentto the e-merchantisingWAP’s
securityprotocolit will becompromiseditthe WAP gatavay.

docunent asksthe userto provide a credit card numter, us-
ing elemerts of WML that correspod to a so-calledform in
HTML. A WML-documert is shavn onthedisplayof the WAP
device usingaWML browser WAP’s equivalentof anordinary
(HTML) browser Figure4 indicateshow a mobile phane may
displaypartof theWML-code of Figure3.

A WML documentis orderedandsentin arequest-replycy-
clein whichtherolesof theWML browser thegatevay, andthe
websenerareasfollows (thereader maywish to referagain to
Figurel):

The request: Theuserof the mobile phore ordersinforma-
tion by clicking onalink whichis shovn onthedisplayby
the WML browser This actionspavns a so-calledWSP
(WirelessSessionProtocd) request sendfrom the phore
to the WAP gatevay. The WSPrequest parallelstheHTTP
requestsendwhen an ordinary browvser requests a docu-
mentfrom awebsener. In the gatevay, the WSPrequest
is corvertedto a standardHTTP requestwhich is sendto
thewebsener.

The reply: The web sener’s responsdo the requestis the
action of sendirg the WML documentto the WAP gate-
way. After someprocessingin the gateway (seebelow),
themaodified documentis sendto the mobile phore.

In orderfor the WAP gateway to help dealingwith the low-
capaity wirelessnetwork connection, it has the following
functions:

1. Switching betweentransport protocols

Thegatevay in it's communicationwith the mobile phore
usesa transportprotocd (WDP, for WirelessDatagam
Protocof), whichis of a so-calledconrection-lessandun-
reliablenature.In cortrast,the transportprotowl usedby
HTTP on the ordinary Internetis the conrection-oriente
andreliableprotocd, TCP In TCP thereis additiona com-
municationto ensurethat all dataactudly getsthrough,
andif not, it is re-transmittedOmitting thisin thewireless
partof theconrectionincursarisk of losingdatabut saves
asignificart amouwnt of bandwdth.

3 For the purpose®f this discusgon WDP is identicalto the Internets UDP
transportprotocol

2. Compression

Thegateway compesseshe WML documentbeforesend-
ing it to the mobile phone The gatevay appliesso-called
loss-lesglataconmpressionwhich meanghatthe samein-

formationcanbesentin aformatthatoccipiesfewer bites.
The compessionrelies on the predefned translationbe-
tweenthe vocakulary of HTTP and WSR In compaison,
compressionof text documentsis not usedby default on

theordinay Internet.

In addtion, to acconmodatethe limited capaity of the
mobile phone, the gatevay alsohasthe following functions:

3. Compilation
If aWML documentcontans emteddedsourcecode, the
gatevay compilessuchcode into a so-calledbytecodefor-
mat, somethingthat relieves the mobile phore of the task
of parsingthe code WML documentsmay contan code
written in the scripting languaye WML-script, which is
similarto theJavaScipt languagewhichmaybeembedied
inside HTML documents. Suchcodeis executedinside
the browser For example, it may be usedfor validation
say checking thata credit card numter cortainsa certain
numbe of digits andallowing the userto correctit before
sendingheinformationto thewebsener.

4. Decompression
Thegateway readsandinterpretgheoriginal WSPrequest,
which is in a compat form that camot be understoody
thewebsener. Thewebsenerunderstandsenghy HTTP
requestsn which variouscommandsaregiven asordinary
text ratherthan by numericé codes. Also, the gateway
translatesa symbolic Internetaddessinto an IP numbe.
The gateway does this in the usualway by communicat-
ing with a DNS (DomainName Senice) sener. Reliev-
ing the mobile phore from the useof lengtty HTTP-style
commandsandfrom doing DNS look-upsalsoredue@sthe
amourn of datathatmustbe sentfrom the mobile phore.

Also, local validation of input inside the mobile phore (3)
and avoiding DNS look-ups from the mokhile phore (4) sene
to eliminaterequest/replymessageycles betwea the mobile
phore and the Internet. Thus, thesefeaturesof the gateway
alsoredue consunption of the scarcenetwork bandvidth of
thewirelesscomection Mostimportantly they reducethe to-
tal lateny betwee the userpresseshe buttonandtheresultis
shavn onthemolile phone.

While the gateway is essentiafor mostof thetechnquesem-
ployed by WAP to accanmodde the limitations of the mobile
phore andthe wirelessnetwork, other mears suchas various
featuresof WML areindependent of the gatavay-base design
This includesthe splitting of a WML doaumert into “cards”
(seeFigures3 and4). The userbrowsesfrom onecardto the
next by clicking onlinks, aswhen requestinga nev document,
which canbeusedto guidethe mobile phaneuserthrougha se-
querceof stepsn ane-commecetransactionTheadwantageis
thatall cardswithin the samedocument(or “decK’) aretrans-
ferredin the samerequest/replyycle. Without the division of
decks into cards, the custome would not be ableto move on



to the next stepimmediatdy, but would have to wait while it is
beingretrieved in the next request/replycycle acrossthe high-
lateng wirelessnetwork.

B. Thebusinesgationde for the WAP gatevay

In additionto the techni@l rationale thereis alsoa business
rationaleundelying WAP’s gatevay-baeddesign. In particu-
lar, the gateway may opennew businessoppatunitiesfor the
mobileserviceprovider. Thegateway’simpad onbusiness,and
usabilityin awider sensemay be summarizedasfollows from
thepointof view of themobileserviceprovider, themobilecus-
tomer andthee-merchat.

A. The Mobile sewvice provider (MSP) may usethe gate-
wayto tie its mobilecustomesto a portal-like accesspoint
to the Internet. Suc portalsarewell-known on the fixed
Internet, wherethey are provided to privatehome-baed
usersof the Internetby Internet Service Providers such
asAmericaOn-line andTiscali/World On-line. There are,
however, two importantaspectsvherea mobileportalmay
differ from an ordinary Internet-portal: First, WAP ser
vices may be combined with the MSP’s basicphore ser
vices. (For the integréion into WAP of basicphore ser
vices thereis a dedicded protocd, Wireless Telephay
Application Interface (WTAI)[10].) Secad, the MSP of
ary given custome hasaspecial privileged positionin the
compdition with other serviceproviders available to the
customerbeausethe MSP hasaccessto privileged loca-
tion informationabou the mobile customeri.e. the exact
cell in which themobile phore is locatel. The customers
own MSP may utilize this informationaspart of location
depemlent WAP services,e.g. ordering take-avay meals
from neaby restaurants.

B. The mobile WAP user hasa dud interest: On the one
hand,shewould presumaly liketo have accessto thoseof
her own MSP’s servicesthat integrate WAP and ordinary
mobile telephme service,as madepossibleby acessing
the Internetvia the MSP’s gateway. On the other hard,
sheis clealy interestedn the chegestpossible universal
accesdo all WAP-basedservicenthelnternet.

C. The typical e-merchant hasoneobviousinterestin rela-
tion to WAP which we wantto emphaize: the interestof
minimizingthecost- in termsof hardvare, software,main-
tenane etc. - of extendinge-comnerceto WAP. For most
e-merchats, WAP-basede-comnerceis justanaddtional
chanrel to beaddedto e-canmercevia theweh The chief
adwantageof the gatavay is thatthe e-merchahcanopen
this chamel merely by hostinga new type of documents
- WML documents- beausethe adapationto the special
requiremets of thewirelessnetwork anddevicesaretaken
careof by the gateway.

As an aside, we note that the development of the WAP
standardhas bee initiated, not by represetatives of ary of
the above parties,but by prodwcersof hardware and software
for mobile devices and networks: Nokia, Motorola, Ericsson,
Phonecom(previously UnwiredPlanted, andothes. Themain
interestsof theseproduers may be identified as selling hard-
wareandsoftwareto themobileserviceproviders(andthecom-
paniesthat own the mobile networks), and mohile phanesand
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Fig. 5. SecurityzonesusingstandardecurityserviceWTLS andTSL)

otherdevicesto the users. In turn, the prospets for this is of
coursehighly depending on a succesful integration with the
Internet,including e-commece.

I1l. THE SECURITY HOLE AT THE WAP GATEWAY

In gereral,the mobile custome andthe e-merchaninvolved
in anm-comnercetransactiorwant(or shouldwant)to ensure:

Confidentiality: messagearekeptsecret.

Authentication: ead partyknows who the otherpartyis.

Messageintegrity: messagesre passedundtered from
sendeto recever.

Prevent replay attack: ary unauthorizedre-sendingof
messages detectechndrejected.

Non-repudiation: neithe partiescan later rejectthat the
exchang took place.

All theseissuesmustbe addressedin a securesystem. In-
deed it is theambtion of the WAP Forum to develop WAP into
astandad thatcoversall relevant aspect®f security andsome
stepshave bean takingalread with versionl.2.1.

For security WAP providesa secureprotocd for datatrans-
port: WTLS, WirelessTranspot Layer Seairity[2]. WTLS also
contans featuresfor authentication of both parties,aswell as
for non-repuliation using messagedigestsand digital signa-
tures. Authenticding of the userof a GSM phane may utilize
thephane’s SIM card[4]. Finally, the definition of WML-Script
includes a speciftation of a function library called a “crypto
package3]. As of WAP version 1.2.1, this padkageis ex-
tremelysmall andspecifies only a singlefunctiorf', but assum-
ing the pakageis extendedin the future it may be useful for
developingsecureapplicdions on top of WAP, in the style dis-
cussedn SectionV.

In thesequelwe merelydiscusgo whatextent WAP acheves
messageonfidentiality

A. WAP’s two-staye securitymockl

Considera WAP-basedm-comnerce transactionin which
a doament, say www.weSelll t.com/orderN  ow.wml,
mustbetransferredo the mobile phanein asecurananne.

Thebasicsecurityfeatureof WAP providessecrey in thetwo
half partsof the paththatcomectsthe WAP clientandtheweb
sener: the (presumed)wvirelesspath betwesn the WAP client
andWAP gatewvay, andthe (presumedired pathbetwesnthe
gatevay andthewebsener (Figureb).

4 Accordingto [3], theonly functionavailableis a signingfunctionallowing
the WAP userto signamessagéo be sendto the merchant.
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In themiddlepoint corstitutedby the gateway, incomingdata
is deaypted;thenwhile thedatais in its original, un-encypted
form, it is subjectedto someprocessing; andfinally it is en-
cryptedagain beforeit is sentoff alongthe otherpath. The pro-
cessingloneontheun-eneypteddatacorrespordsto the proto-
col layersabove the securitylayerson Figure2 in the gateway.

For enayption over the wired path, WAP simply relieson
theTransport_ayer Secuity (TLS) protocd[11], awidely used
Internetstandard. TLS is standarized by the Internet Eng-
neeringTaskForce, andis alsoknown unde the nameSearre
Soclet Layer (SSL) given to it by Netscapethe compary that
developedthe standardriginally.

For encrypion over the wirelesspath, WAP usesWTLS[2]
whichis in essencanadoptionfor wirelesscommunicationof
the TLS protoml. Thechamgesto TLS embadaliedin WTLS do
notwealensecurity

WAP’s topmost protocol, the Wireless Session Proto-
col (WSP)[12], initiates and links the two secure halves
of the conrection. The major stepsin this are as fol-
lows: The user of the WAP client selects the URL
https://www  .weSelllt.co m/orderNow. wml. This
tellstheWSPlayeratthe WAP clientto initiate the settingup of
aWTLS conrectionto the WAP gateway, andthenpassa WSP
request(the equvalert of an HTTP request)over the conrec-
tion for the particula file. Thusprompteal by the WAP client,
the WSPlayerat the gatavay will initiate a TLS conrectionto
thewebsener, in away conpletely similar to settingup acon-
nectionbetweenanordinarywebclientandthesener.

This combiration of WTLS and TLS provides secreg (in-
deed alsointegrity) over both halvesof the WAP client/ web
sener comection. The crucial wealnessis, of couse,thatall
datatransferrecbetwea the WAP client andthe web sener is
decrypgedatthe WAP gateway, i.e., all datasuchascreditcard
numbaes, etc. exists asfreetext in the memoryof the gateway.
Techni@l solutions,suchas various progranming techniqies
appliedto the softwarethatimplemerts the WAP gateway, can
make it somevhat difficult to getaccessto the data,but notim-
possible.Organizationalsolutions suchastighteningthe secu-
rity policy of theorganizationthathoststhe WAP gatevay, may
limit acessto the gatevay andit’s data;but from the point of
view of thetwo “end users”it is unsatiséctorythatthe privacy
of their datais notundertheir own directcortrol.

B. Encrygion vs.thefunctiors of the gatevay

Thebreadt of end-to-endsecuity atthe WAP gatevay is not
an acddentalerror Rathe it is merely a disadwantageof the
gatavay-basediesignwhich the desigrersfelt wasoutweighed
by its adwantages. To argue this, beforewe discuss(in Sec-
tionsandlV andV below) how the gatevay-basedlesigncan
be circumwented let us corsider again the techncal rationale
undelying thatdesign.The questionis, which of the functions
(listedin Sedion Il as1, 2, 3, and4) couldstill be fulfilled by
the gateway had the WAP standardprescribeda different ap-
proachto confidentiality onethatattainel end-to-endsecuity
asprovidedby TLS ontheordinaryweb?

We believe theansweiis thatit would probaly be possibleto
usethe gatevay asa point of switchingbetwesnthetwo trans-
port protocds TCPandWDP (cf. functionl), but thatit would

Merchant protection domain

Wired

) Internet
Wireless

network

WTLS protection domain

S|

WAP device

WAP gateway Web server

Fig. 6. Securityzonesby replacemenof the WAP gatevay. The customemay
utilizes a dial-up point at the MSP and continueacrossthe Internet,or utilizes
the Merchantsown dial-up point bypassinghe Internet. The securechannelis
protectecby WTLS in bothcases.

notbepossiblefor thegatewayto employ compressiornof WML
or conpilation of WML-Script, nor for the mobile phaneto use
the bardwidth-saiing WSPrequests(cf. functions2, 3, and4).

To introduceendto-endenayption while retainingthe gate-
way’s function asthe point of switchingbetwee the transport
protocds would be possibleby letting the gatevay act as a
proxy for the WAP client at the level of TCR, similarly to the
way it alreadyactsasa proxy at the level of HTTP. A deger
discussiorof this stratey is beyondthe scopeof this pape.

The remainingfunctiors of the gateway camot be achieved
if end-to-en encnyption is employed. Clearly, if codewritten
in WML-Script is enaypted,it canrot be compiled unlessthe
gatewvay canfirst decryp the script, thus breakng the end-to-
end encrygion. For the samereason it would not be possi-
ble for the gateway to understand(deconpress)the encryped
WSP requests, so the mobile phane would have to use the
muchhighe lateng-incurringandmorebandvidth-consuning
HTTP requests. Finally, the gatevay’s conpressiorof ordinary
WML documentsis ruledout: If the gatevay camotrecoqize,
for examplethe WML tags<card> and</card> , it camot
compessthem(by replacingthemwith nunbersthatcorsume
fewer bytes).In geneal, the charactersof (well) encrygedtext
are randamly distributed, i.e. with no appaent patterns,and
thereforesuchdatacamot be compessed. (For a discussion
onencrygion versuscompressionsee[13])

Thusmodfying the WAP standad to provide full endto-end
encrygion asin TLS conflictswith thecomglation, deconpres-
sion, and compessionfunctions of the gateway that sene to
limit theamaunt of datathathasto betransmittecbver thewire-
lessnetwork, althoudn, on the otherhard, it doesnot prohibit
theuseof thefastWDP protocolonthatpartof the comection

IV. MOVING THE WAP GATEWAY TO THE WEB SERVER

Thefirst way thatonecanusethe existing WAP standardbut
escapehe endto-endsecuritybreachcausedby the gatevay,
is to move the gatevay to the web sener end point as shav
on Figure6. The secuity chdn is brokenin the gatevay, but
thiswould only be harmfulif thedoman of thee-merchahwas
alreadyinsecue, andsodoes notdeadeasesecurity

A. TheMobile Servie Provider

For the Mobile ServiceProvider the main problem is a pos-
sible loss of businessoppatunities, e.g. “locking in” the cus-
tomerto the provider’'s m-portal. Therearea numter of pos-
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sible WAP-service thatthe MSP canoffer only if it hoststhe
gatevay, thisbeingthe MSP’s only way of ensuringhatall data
usedin thoseservicesstayswithin the mobile network thatthe
MSPis in controlof. For instance]ocationdepadert services
utilize the MSP’s accessto informationfrom its own network
abou the exact location(cell) of the mobile phore. Theremay
be strongbusinessandsecurityreasongor the MSPto notwant
suchdatato be availae outsideof the network. In the caseof
locationinformation, the datais clearly sensitve, at the same
time, the datamay have a high businessralue, exactly becaise
it is a prerequisitdor certainservices.Moreover, this solution
challengethe MSPto open its network to outsiderdik e themer
chartsrunning theirown gatevay. Eachlimitation ontheMSP’s
full controlovertheusageof its networksmayintroduce further
traffic managemen problemg6].

B. TheUser

The userof the WAP client may withessdegradedperfor
mance The WAP protocds, which aretailoredfor the chaac-
terisics of wirelessnetworks,arenow usedfor the entiretrans-
port of theweb content to the WAP client, insteadof merelyfor
thewirelesspartasintendel. This mayincurincreseddelays
if thereis congestionin the wired network.

The end-userinterface becanes less friendly, becaise the
userof the WAP clientwill beforcedto swapbetwea gateways
during Internetbrowsing. For example,the userthat wantsto
buy from two distinctwebsitesneed to usethe WAP gateways
of thosesites(given that both transactios are securé by the
methoddiscussedn this section).

Swappng gatevaysraisestwo problemswhencharging the
gatevay profile of the phore. The gatevay profile includes a
dial-up phonenumbe, the IP number of the gateway; etc. First,
in mary currentimplementationsof WAP, the userof a WAP
device hasto go througha cumbesomeprocedirethatinvolves
clicking through several menus,the typing of an Internetad-
dressin the form of an IP nunber, etc. Futue WAP imple-
mentationsmay provide featuresfor easyswitch of gateway,
howeverit seemghatthe usershould,at least,be askedto con-
firm a gateway switch. Secad, different gateways may have
slightly differentpropetiesthemseles. Although standardize
by the WAP Forum, currentgatevaysperformdifferentlyonthe
sametask. Furthemore,usersfacingproblemse.g.,quality of
service,may have a hardtime resolvingwhethe the problem
is with the MSP, the merctant, or the mobile phore mandac-
turer[6].

The option of the mobile serviceprovider runninga kind of
defaultgateway - onethattheusermayswitchbackto, afterus-
ing aparticulare-merckant’s gateway - is notassimpleasit may
appar atfirst. A default gateway eitherrequiresthatthe client
mustexplicitly “log out”, or alternatvely, a “time out” meda-
nismmustbeincluded in the WAP device, letting it switchbad
automaticély.

C. TheMerchant

The e-merchat is burdend@ with a conplex pieceof add-
tional software (the gateway) that mustbe accuired and main-
tained. For a WAP gatevay, mainterancework includes, for
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example,ensuringhatthe security-relatedoftwarein the gate-
way is up-to-date andupdatingthe gateway to new versionsof
the WAP protocds. Furthermore]ocationbasedservicesmi-
cropayment, etc. may not be available to the m-commece ap-
plicationneithe from the MSP-cetache gateway, nor from the
short-cutMSP directly.

It is, however, notclear whether themerchantwill befurther
“b urdenedwith handsetprovisioningand activationissues” as
suggestedh [6]. Our experienceshavs thatthoseissuesmust
beaddessedy thewebsenerservicingthe WML anyhow due
to thehuge variationin how aWML documentis interpretedn
thevariousWML browsersandmobile phones.

V. INDEPENDENT END-TO-END SECURITY

An alternatie methodof achieving end-to-endsecurityis for
the WAP client andweb sener to negotiate and apdy appo-
priate securitymeasuesindependettly of all the network pro-
tocolsincluding WAP andInternet.Sincethis canbe dore with
thegateway in placeatthewired/wirelessrossover, it doesnot
introducethe possibledisadwantages discussedn the previous
section.

In orderto acheve end-to-ed security between the WAP
clientandthewebsenerasshavn in Figure7, apgication level
encrygion software mustbe available to both the WAP device
(atthe WAE level) andthewebsener (in theHTTP implemen
tation).

The easiestway to implementthis form of securityis for
the e-merchat to provide WML-Scripts that are execued on
the WAP client usingthe crypto library[3] of WML-Script. In
order for this kind of apgication-level securityto be corsis-
tentwith WAP’s basicphilosoply, only smallfragmerts of the
datashouldbe enaypted, not the dataas a whole. This al-
lows the WAP gatevay to perform compression, deconpres-
sion,andcompilationby providing accessto the WML tagsand
WSP/HTTPcommandsin their original, un-ercryptedform as
discussedn Sectionll.

If thisapproachis feasible,it hasthe additioral advantageof
relieving the WAP client of thetaskof encrypion/decrypion of
the entire bulk data,asrequiredwhenWTLS is used. This is
alsoin line with the conjectureabaut protocoldesignmadein
[14]: thatanendto-endfunctionmustbeplacedatalevel where
end-to-ed controlis availale, i.e., attheapplicaion level.

Therearetwo prodemswith theappro&h:
Thefirstis thatthe (single) functioncurrentlyspecifiedn the
cryptolibrary is simply not powerful enowgh to implemer the
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requiredfunctiondity on the client side. However, it is likely
that the crypto library will be extendedin future versionsof
WAP.

Thesecom problemis thatthesecreg attaineddepadson a
(WML-Script) programprovided by theindividual e-merclant.
Usersof the ordinaryweb are alread reluctantto run foreign
codeon their computers. Indeed to run inside a web browser
a JavaScipt provided by someweb sener canby harmful. It
requireseven more corfidene in the provider of foreign code
to trust that the coce is capable of establishinga fully secure
commuricationchamel. In cortrast,for the customeenggging
in e-commere over theordinarylnternet,it is possibleto verify
that STL-baseé end-to-en encrygion is usedandto obtain, if
desired,informationabaut exactly wha kind of securityis at-
tainedby thatappoach. Thus,for apgication-level securityon
top of WAP to becomeuseful,it may be necessaryto develop
somefurthermeango enalte the custometo verify thatanac-
ceptalte level of securityis in place- eitherin the form of a
standardsomekind of “brandng”, or otherwise.

By observinghow customeraceptarte of Internetbarking
using Java Applets hasgrown, a similar solutionto WAP may
be derived. Customerconfidene in merchat provided code
could be achieved by verifying certificates associatedvith the
code like signedapplds.

Currentsolutionsto the endto-endsecurityproblemon the
applicationlayerstill lack standardizéon andsuppat from the
geneal WAP Forumcommunity.

V1. CONCLUSION

TheWAP Forum hasrecertly startedreleasingpartsof apro-
posalfor the next major version(2.0) of the WAP standard[8,
15]. Theproposalincludes turningthe standardn to whatis re-
ally a setof alternatve standardsincluding onealternatve that
correspond to the currentversion1.2.1 of WAP discussedn
this pape, anda new, alternatve appro@h thatdoesnot usea
gatevay atall.

Discardingthe WAP gateway is the third andfinal remeq
to the securityhole associatedvith it. It would make it possi-
ble to attainthe samehigh level of securityfor anm-commere
transactionas that of an e-commece transactionon the ordi-
narywebusingfull endto-endenayption. Indee, for WAP to
discardthe WAP gatavay would turn the (fully) WAP-endled
mobile phoneinto anordinaryinternetdevice. Thefactthatthe
WAP Forum proposeshis stratgyy (at leastasonealternatve)
seemdo corfirm the critique propcsedin this pape. Thereare
inherentdifficulties associatedvith the two other appraches
thatboth build onthe currert WAP standardto placethe WAP
gatevay at the web sener end of the conrection, or to useap-
plicationlevel securityontop of WAP.

Discardingthe WAP gatevay implies, of couse, a loss of
the optimizationit provides. Even whenmorepowerful mobile
phores are developal, and highe bandvidths are attainedin
futurewirelessnetworks, high lateny will remain,andsodoes
therelevance,in particular of theideaundelying WAP’'s WSP
protocolthatall datashouldbe obtainal by the mobilephanein
asinglerequest/replgycle overthewirelesspartof thenetwork
conrection.

The WAP Forum hasnotreleasedhe corsiderationghatac-

tually led to the recentre-desigrthatdoes away with the WAP
gatevay. Similarly, althowgh the securityhole associatedvith
the gatevay is commanly recogrized, the WAP Forum did not
releasadts previous delibeationsasto why it felt the gatevay’s
adwantages would outwegh its disadwantages.

Theintroductionandsubseqantderouteof the WAP gateway
- whethemprecaceivedor not - hasincreasedhe compleity of
the WAP standardcomprisingvariationsbothwith andwithout
the gatevay. The WAP standarchasbecane more difficult to
standardizeanddifficult to implement for providersof software
for mohile phanes,e-merchatsandotherconten providers.

It is interestingthough, that once again hasthe old Internet
techrology beatena vendor provided network solution. One
may hopethatthesignificanceof openlydiscussedtandardiza
tionwill belearna alsoby thevendorsbetind thesemi-clossed
WAP Forum.
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